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System Security Policy - Lite
Completing this form
Purpose: This form complements the “Information Security Risk Assessment Tool” and is required when the risk score is medium. It ensures that baseline security controls are in place for NHS Scotland systems and services.
Responsibility: The information/service owner must complete this SSP, in collaboration with IT SBU or other service providers.
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1.1 Secure Configurations for Hardware and Software
Default configurations often prioritise usability over security. This section ensures that systems are hardened and patched appropriately.
1.1.1 	Describe how servers and end points are securely configured. These devices can be entry points for attackers to access sensitive data and compromise the entire network.  (e.g., standard builds, hardening guides).
1.1.2 	 Outline patch management processes and timelines. (e.g all critical and security patches applied within 14 days where a vulnerability is being actively exploited, then mitigating action (e.g. patch applied) is immediately taken.)
1.1.3 	Has the system undergone penetration testing. Are all medium or high findings resolved?  If internet-facing, annual testing is mandatory.


2. 1 Data Recovery Capability
	
 Ensures data can be restored in case of compromise or disruption.
2.1.1  	Describe the data backup and disaster recovery plan.  The latter is defined as a “coordinated activity to enable the recovery of the system and network due to a disruption” (e.g., encrypted backups, offsite storage).
2.1.2	  Describe the frequency of the back-up and disaster recovers tests. 

3.1 Data Protection
Protects sensitive data from unauthorised access and ensures secure disposal. Protecting sensitive data is pivotal to avoid identity theft and to protect privacy. The solution should facilitate the provision of encrypting sensitive data in transfer and at rest. In addition, it should protect the data if it is transferred to external media like USB storage devices.
3.1.1	Describe the technical controls (e.g. encryption at rest/in transit, data obfuscation).

3.1.2 Explain secure disposal processes for hardware and printed materials that ensure secure disposal of hardware and information assets? (e.g., shredding, certified third-party disposal). 

3.1.3 How is data imported/exported. What controls protect data on removable media (e.g.  USB encryption)?

4.1 Account Monitoring and Control
Ensures proper user access management and auditing. 
4.1.1  	Describe  the process for provisioning, managing, and removing user accounts.
4.1.2 	 Describe how privileged accounts are restricted to authorised individuals and how they are approved.
4.1.3 Is access to sensitive data monitored and audited. What details are captured? 	

5.1 Malware prevention
 Protects systems from malicious software and unsafe web content.
5.1.1 	Describe the malware protection software and update mechanisms to ensure protection is kept up to date on all devices connected to the Internet?
5.1.2	 Does the malware protection block access to malicious websites on the Internet?

6.1 Supply chain
The solution must ensure third-party providers maintain security standards.
6.1.1 	List all suppliers including internal/health board teams, and external commercial third 	parties)
6.1.2 	Who reviews supplier performance and ensures conformance with security requirements?
6.1.3 	What independent certifications or audits apply (e.g., ISO 27001)? Describe their scope.
6.1.4 	What pre-employment screening is conducted for service personnel?

7.1 Testing and development
Ensures secure development practices and separation of environments are applied throughout the development lifecycle and it follows the Information Commissioner guidance on Privacy by Design.
(Source: Data protection by design and default | ICO)
7.1.1 	Is there a separate test and development environment? Is any live data used in this environment? How is access to the test and development environment controlled? Do developers have access to the live system?



1 Glossary of Terms
	Term
	Definition

	Encryption at Rest
	Protecting data stored on a device or server using cryptographic methods to prevent unauthorized access.

	Encryption in Transit
	Securing data while it is being transmitted across networks to prevent interception.

	Penetration Testing
	A simulated cyberattack on a system to identify vulnerabilities that could be exploited.

	Data Obfuscation
	The process of masking or scrambling data to protect sensitive information.

	De-identification
	Removing or altering personal identifiers from data to prevent identification of individuals.

	Disaster Recovery Plan
	A documented process to restore systems and data after a disruption or cyber incident.

	Standard Build
	A pre-configured and security-hardened setup for systems and devices used across an organization.

	Security Hardening
	Enhancing system security by reducing vulnerabilities through configuration changes.

	Privileged Account
	A user account with elevated access rights, typically used by system administrators.

	Audit Trail
	A chronological record of system activities used to track access and changes to sensitive data.

	Malware
	Malicious software designed to damage, disrupt, or gain unauthorized access to systems.

	Removable Media
	Portable storage devices such as USB drives, external hard drives, or SD cards.

	Supply Chain Security
	Measures to ensure that third-party providers maintain adequate security controls.

	Pre-employment Screening
	Background checks conducted before hiring personnel to ensure trustworthiness.

	Test and Development Environment
	A separate system used for testing and development, isolated from live production data.

	Live Data
	Real, operational data used in production systems, often containing sensitive information.
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