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Introduction
1 Parties, Scope and Purpose   

1.1 Name and details of the parties who agree to share information
	Legal name of parties to ISA and

Head Office address
	Short name of the party
	Role in this agreement :

Data Controller or Data Processor (*)
	ICO Registration

	
	
	
	

	
	
	
	

	
	
	
	


(*) for Data Processor, please identify on behalf of what data controller(s)
1.2 Business and legislative drivers for sharing data.
1.2.1 Purpose(s) of the information sharing
	Indicate how the data controllers will decide upon changes in the purposes of the sharing
	Jointly or independently

	
	


Instructions for reaching agreement on any changes to purpose of the sharing are listed in the table in Appendix 1, called;  List of Work instructions, policies and procedures.
1.2.2 Legal basis for the processing and constraints

Without detriment of any other legal basis that may be applicable (e.g. criminal investigation, etc.) the following are the core legal basis for each of the parties to process the data in this agreement:
	Legal basis 
	Party

	
	

	
	


2 Description of the information to be shared

	Data category 
	Data Controller(s)
	PD*

	
	
	

	
	
	


(*) PD – refers to Personal Data in the sense given within the EU General Data Protection Regulation (GDPR) and the Data Protection (UK, 2018) Act.
The parties agree this is the minimum amount of data needed to properly fulfil the purposes of this agreement.
Appendix 2  (Data items and adequacy), contains the list of all relevant data items/fields which it has been agreed can  be shared under this ISA, indicating the source and the recipients, and any relevant supporting statement for information  that may raise questions on data minimisation.
3 Description and manner of information sharing

3.1 Data flows 

3.2 How data/information is to be accessed, processed and used
	Processing (descriptor)
	Associated work instructions, policy or procedure (listed in Appendix 1) If applicable

	
	


3.3 Summary of how decisions are going to be made with regards to the manner of the processing.

4 Impact assessments and preparatory work

The parties acknowledge that any actions and countermeasures agreed as part of the Data Protection Impact Assessment reviews must be implemented by the responsible party. Deadlines and follow up to progress on those actions will be stablished as part of the DPIA review process.
5 Privacy information (transparency requirement)
6 Accuracy of the information
7 Data retention and secure disposal
8 The rights of individuals

8.1 Subject access request, FOI and data portability.

8.2 Objection or restriction to processing, rectification and erasure.
8.3   Rights related to automated decision making, including profiling.
[   ] Automated decisions are involved in this agreement – in the context of this agreement, “Automated decisions” refer to decisions made using shared information with no human intervention.

[   ] Profiling (automated processing of personal data to evaluate certain things about an individual)  is involved in this agreement.

Description 

8.4 Direct Marketing

[  ] Direct marketing is involved in this agreement
 Description 
9 Security, risk and impact of the processing
 [   ] All relevant Security Policies applicable to the parties and systems used in this proposal are available and listed in Appendix 1. 
[   ] A qualified Information Security Officer has reviewed the adequacy of the attached Security Policies and has advised on the technical and organisational security risk level.
[   ] A suitable process to document and monitor the security risk described in the Information Security and Governance Policies listed in Appendix 1.

[   ] A Data Protection Impact assessment has been produced and is available as listed in Appendix 1.

[   ] A competent,  independent and free of conflicts of interests Data Protection Officer has been designated to inform the Data Controllers on the adequacy of this agreement and the corresponding compliance and any residual risks documented in the Data Protection Impact Assessment.
The security measures put in place across the parties ensure that:

[  ] 
Wherever special categories of data are processed, the data will be encrypted at rest and in transit.

[  ] 
Wherever special categories of data are transmitted over network, Transport Layer Security (TLS) protocols will be applied. Exceptions will be documented in the DPIA and any residual risk will require approval by the SIRO of each organisation prior to processing such data.

[  ] 
only authorised individuals can access, alter, disclose or destroy data. This is achieved through the following work instructions, policies and procedures (also listed in Appendix 1): 
 [   ] 
authorised individuals act only within the scope of their authority. This is achieved through the following work instructions, policies and procedures (also listed in Appendix 1):
 [   ] 
if personal data is accidentally lost, altered or destroyed, it can be recovered to prevent any damage or distress to the individuals concerned. This is achieved through the following work instructions, policies and procedures (also listed in Appendix 1):
	The security controls applicable by each organisation will be:


	
	Jointly agreed between the parties

	
	
	Independently decided by each party


9.1 Agreed standards, codes of conduct and certifications 

10 International transfers of personal data

Personal data shared in line with this agreement will be transferred to:
	
	EEA countries only

	
	Outwith EEA

	
	Will not be transferred outside the UK


10.1 List of countries where the data will be transferred to (if applicable).
10.2 Reasons for transferring personal data outside the UK.
11 Implementation of the information sharing agreement

11.1 Dates when information sharing commences/ends
11.2 Training and communications
11.3 Information sharing instructions and security controls

All relevant information sharing instructions, including but not exclusively any work instructions, policies or procedures, are listed in Appendix 1 and accepted by all parties. 
The applicable security classification for the data in this agreement are as follows:

11.4 Non-routine information sharing and exceptional circumstances

11.5 Monitoring, review and continuous improvement

12 Sign-off 
We the undersigned agree to the details recorded in this Information Sharing Agreement; are satisfied that our representatives have carried out the preparatory work set out in the Information Sharing Tool-kit for Scotland and are committed to the ongoing monitoring and review of the scope, purpose and manner of the information sharing.
[Copy as many of these boxes as needed depending on the number of signatories – at least one per party]

	Name of the Party
	

	Authorised signatory
	Title and name 
	

	
	Role
	

	Signature and date
	

	Data Protection Officer
	

	Senior Information Risk Owner
	


	Name of the Party
	

	Authorised signatory
	Title and name 
	

	
	Role
	

	Signature and date
	

	Data Protection Officer
	

	Senior Information Risk Owner
	


Additional paragraph for large numbers of parties delegating powers to a single signatory [DELETE THIS HEADING FROM FINAL VERSION BUT KEEP THE PARAGRAPH BELOW IF NEEDED]
The signatory has delegated sign off powers on behalf of: 

· [party name]

Parties without delegated sign off powers are required to sign off individually using the Multi Party Sign Off Form included in the toolkit.
Additional paragraph for a large number of parties that must sign off individually [DELETE THIS HEADING FROM FINAL VERSION BUT KEEP THE PARAGRAPH BELOW IF NEEDED]
Parties are required to sign off individually using the Multi Party Sign Off Form included in the toolkit.

13 Appendix 1:  List of Work instructions, policies and procedures
	Work instructions title
	Organisation
	Where to find this document (e.g. hyperlink)

	
	
	

	
	
	

	
	
	


14  Appendix 2:  Data items and adequacy
	Data Item
	source
	recipients
	Data minimisation justification
	For data linkage only
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